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8 SUPERIOR COURT FOR THE STATE OF CALIFORNIA

9 COUNTY OF LOS ANGELES
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Case No 2 3ST CV 2 7 SB 411 BRYAN DIAZ,
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COMPLAINT FOR VIOLATION OF:

13 v.

CALIFORNIA PENAL CODE SECTION 502; 
CALIFORNIA PENAL CODE SECTION 630; 
AND RELATED CLAIMS

CART.COM, INC., a Delaware corporation 
d/b/a WWW.JUICYCOUTURE.COM,
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http://www.juicycouture.com/


1 I. INTRODUCTION

Defendant has secretly deployed spyware on its website at www.juicvcouture.com (the 

“Website”) in an attempt to de-anonymize every visitor such that each visitor’s identity and browsing 

habits can be monetized and shared with various third parties.
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3
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Without Plaintiff’s knowledge or consent, 

Defendant used spyware to access Plaintiff’s device and install a persistent identifier. Plaintiff’s PII was 

then shared with third parties in violation of California law.

Plaintiff visited Defendant’s website in 2023.5

6

7

8 II. JURISDICTION AND VENUE

Defendant is subject to jurisdiction in this state under Penal Code section 502(j), which 

provides that a person who accesses a computer from another jurisdiction is deemed to have personally 

accessed the computer in California. Plaintiff was in California when Defendant accessed Plaintiff’s 

computer and deployed spyware.

Defendant is also subject to jurisdiction under California’s “long-arm” statute found at 

California Code of Civil Procedure section 410.10 because the exercise of jurisdiction over Defendant 

is not “inconsistent with the Constitution of this state or the United States.” Indeed, Plaintiff believes 

that Defendant generates a minimum of eight percent of revenues from its website based upon 

interactions with Californians (including instances in which the website operates as a “gateway” to 

sales), such that the website “is the equivalent of a physical store in California.” Since this case involves 

illegal conduct emanating from Defendant’s operation of its website targeting Californians, California 

courts can “properly exercise personal jurisdiction” over the Defendant in accordance with the Court of

1.9
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Appeal opinion in Thurston v. Fairfield Collectibles of Georgia, 53 Cal.App.5th 1231 (2020).21

Venue is proper in this County pursuant to California Code of Civil Procedure section 

394(b) because “none of the defendants reside in the state”, such that venue is proper “in any county 

that the plaintiff may designate.”

3.22

23

24

25 III. PARTIES

Plaintiff is a resident of California. Plaintiff is also a consumer privacy advocate who 

works as a “tester” to ensure that companies abide by the privacy obligations imposed by California 

law. As an individual who advances important public interests at the risk of vile personal attacks,

4.26
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Plaintiff should be “praised rather than vilified.” See Murray v. GMACMortgage Corp., 434 F.3d 948, 

954 (7th Cir. 2006). Indeed, the Ninth Circuit recently made exceptionally clear that it is “necessary 

and desirable for committed individuals to bring serial litigation” to enforce and advance consumer 

protection statutes, and that Courts must not make any impermissible credibility or standing inferences

1

2

3

4

against them. Langer v. Kiser, 57 F.4th 1085, 1095 (9th Cir. 2023).5

Defendant is a California company that sells fashion products.5.6

7 IV. FACTUAL ALLEGATIONS

8 A. The Right to Privacy Has Always Been a Legally Protected Interest in the United States.

Since America’s founding, privacy has been a legally protected interest at the local, state,6.9

and federal levels. See Patel v. Facebook, Inc., 932 F.3d 1264, 1271-72 (9th Cir. 2019) (quoting Spokeo,10

Inc. v. Robins, 578 U.S. 330, 341 (2016)) (“Privacy rights have long been regarded ‘as providing a basis 

for a lawsuit in English or American courts.’”); and Eichenberger v. ESPN, Inc., 876 F.3d 979, 983 (9th 

Cir. 2017) (“Violations of the right to privacy have long been actionable at common law.”).

More specifically, privacy protections against the disclosure of personal information are 

embedded in California statutes and at common law. See e.g., U.S. Dep't of Justice v. Reporters Comm. 

for Freedom of the Press, 489 U.S. 749, 763 (1989) (“The Ninth Circuit has repeatedly held that privacy 

intrusions may constitute “concrete injury” for purposes of Article III standing); Van Patten v. Vertical
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7.14

15

16

17

Fitness Grp., LLC, 847 F.3d 1037, 1041-43 (9th Cir. 2017) (finding “concrete injury” where plaintiffs18

claimed that unsolicited telemarketing calls “invade the privacy and disturb the solitude of their 

recipients’”); In re Facebook, Inc. Internet Tracking Litig., 956 F.3d 589, 599 (9th Cir. 2020) (finding 

“concrete injury” where Facebook allegedly tracked users’ “personally identifiable browsing history” 

on third party websites); Patel, 932 F.3d at 1275 (finding “concrete injury” where plaintiffs claimed 

Facebook’s facial-recognition technology violated users’ privacy rights).

In short, the privacy of personal information is—and has always been—a legally 

protected interest in many contexts. Thus, a defendant whose acts or practices violate consumer privacy 

inflicts an actionable “injury” upon an individual.
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28 The Right to Privacy Includes The Right To Online Anonymity.B.
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The right to privacy includes the right to anonymity online. In Re Anonymous Online 

Speakers, 661 F.3d 1168 (9th Cir. 2011). Indeed, the “free exchange of ideas on the Internet is driven 

in large part by the ability of Internet users to communicate anonymously.” Doe v. 2TheMart.com Inc.,

9.1

2

3

140 F. Supp. 2d 1088, 1093 (W.D. Wash. 2001).4

Consumer expectations regarding privacy reinforce the actionability of these rights. 

According to Pew Research Center nearly all Americans believe it is important to (1) be in control of 

who can get information about their online activities; (2) to not be tracked online without their consent; 

and (3) to be in control of what information is collected about them.

Accordingly, most people don't want their private online browsing to be associated with 

their public offline identities. This is because online anonymity gives the freedom to investigate, 

explore, and research without fear of social repercussions. In addition, online anonymity helps prevent 

security breaches, surveillance and intrusive web-tracking.

A reasonable expectation of online privacy has been violated where a defendant gains 

“unwanted access to data by electronic or other covert means, in violation of the law or social norms.” 

See In re Facebook Tracking Litigation, 956 F.3d at 601-02. In Facebook Tracking, the Court held that 

plaintiff stated viable claims for precisely the same conduct at issue here: use of plug-ins and pixels to 

gather visitor browsing history to exploit for marketing purposes. Id. at 603, 604.
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18 The De-Anonymization of Ordinary Web Traffic Without the Knowledge or Consent of an 

Internet User Poses a Serious Threat to Personal Privacy and the Internet.

In simple terms, de-anonymization is a process that involves cross-referencing 

anonymized data with “commercially available information” (“CAI”) obtained from grey data markets 

to reveal an individual’s identity.

As the Director of National Intelligence explained in a January 22, 2022 report (approved 

for public release on June 5, 2023) (the “DNI Report”), “the volume and sensitivity of CAI have 

expanded in recent years mainly due to the advancement of digital technology, including location

tracking and other features of smartphones and other electronic devices, and the advertising-based 

monetization models that underlie many commercial offerings available on the Internet.”

C.
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https://www.dni.gov/files/ODNI/documents/assessments/ODNI-Declassified-Report-on-CAI- 

January2022.pdf (last visited November 2023).

The Director of National Intelligence concluded (1) that the existence of these practices 

poses a threat to national security since it is available to foreign governments since it “clearly provides 

intelligence value,” and (2) that it “raises significant issues related to privacy and civil liberties.” Id.

The Director of National Intelligence concluded that the “single most important point” is 

that the expansion of CAI is “increasingly powerful for intelligence and increasingly sensitive for 

individual privacy and civil liberties” such that the Intelligence Community “needs to develop more 

refined policies to govern its acquisition and treatment.” Id.

1

2

15.3
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16.6
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10 D. Defendant Uses “Identity Resolution” Spyware to Access Visitor Devices, Reveal Visitor

Identities, and Share Personal Information With Defendant’s Marketing Partners.

17. As noted above, internet users have the right to remain anonymous. Nevertheless, some 

unscrupulous companies sell website owners “identity resolution” malware tools to de-anonymize and 

track website visitors. Identity resolution is generally defined as “the ability to recognize an individual 

person, in real-time, by connecting various identifiers from their digital interactions across devices and 

touchpoints.” See https://www.fullcontact.com/identity-resolution/ (last visited November 2023).

18. Identity resolution requires the collection of “technical markers” and other clues that 

digital visitors leave when they use the internet, even though most users “are trying to reveal as little 

information as possible.” See https://venturebeat.com/ai/what-is-identity-resolution-its-benefits-  

challenges-and-best-practices/ (last visited November 2023). Those “technical markers” include routing 

information, locally stored data (sometimes called “cookies”), and idiosyncratic behavior of computers. 

The techniques have grown much more sophisticated over the years, and modern identity resolution 

algorithms rely upon dozens of types of details and digital footprints. Id.

19. In short, identity resolution providers aggregate visitor “touchpoints” containing 

anonymous identifiers to find links between the anonymous identifiers until the data compiled into a 

dossier about an anonymous individual can be linked to a specific individual by name, age, address, 

physical location, and more.
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The following visual depiction shows an example of how identity resolution providers20.28
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aggregate dozens of “touchpoints” to identify an anonymous internet user:1
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12

In the above example, the identity resolution provider has aggregated and analyzed 

dozens of anonymous “touchpoints” to reveal the following about a previously anonymous internet user,

21.13

14

Mary Smith:15

(a) Full name (Mary Smith)

(b) Date of birth (May 1,1979)

16

17

(c) Gender (female)

(d) Home address (2345 Avenue C, Papillion Nebraska)

(e) Marital Status and Family (Married with two children)

(f) E-mail address (Mary.Smith@gmail.com)

18

19

20

21

(g) Personal Cell Phone: (111) 123-456722

(h) Voter Registration Status (Registered)

(i) Interests (Shopping, Cooking, Traveling, Reading, Science)

(j) Employer (Karen’s Fireside, Inc.)

23
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(k) Title (Vice President)

(l) Work Hours (Daily 9-5)
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22. In an attempt to identify and monetize each visitor, Defendant has deployed various 

spyware tools on its website. The spyware installs a “persistent identifier” on a user’s device that enables 

Defendant to recognize anonymous site visitors, track their browsing history, and share it with the 

spyware company and other third parties.

23. Plaintiff brings this action as an individual Complaint with the hope that Defendant 

will voluntarily stop its unlawful conduct, remediate the damage caused, and compensate Plaintiff. 

If Defendant refuses, Plaintiff will amend this Complaint to name additional plaintiffs and/or add 

class allegations. At this time and notwithstanding anything to the contrary herein, the amount 

in controversy does not exceed $75,000, exclusive of interests and costs, nor does Plaintiff assert 

any claims arising under federal law.
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11 V. CAUSES OF ACTION

FIRST CAUSE OF ACTION12

COMPREHENSIVE COMPUTER DATA AND ACCESS FRAUD ACT13

PENAL CODE SECTION 50214

Plaintiff incorporates by reference the preceding paragraphs as if fully set forth herein. 

California’s Comprehensive Computer Data and Access Fraud Act (“CDAFA”), Penal 

Code § 502, makes it unlawful for parties to obtain data from a computer user outside of the scope of

24.15

25.16

17

the user’s authorization.18

Specifically, Penal Code Section 502(c) imposes liability on any entity that “knowingly 

accesses and without permission” (1) uses any computer data, in order to “wrongfully control or obtain” 

computer data, or (2) “makes use of any data from a computer...” “[T]he phrase ‘without permission’ 

is not limited to conduct that circumvents a device barrier or ‘hacks’ a computer system.” Greenley v.

26.19

20

21

22

Kochava, Inc., 2023 WL 4833466, at *14 (S.D. Cal. July 27, 2023) (Bashant, J.) (“California courts23

have more recently broadened their interpretation of ‘without permission’”) (“The plain meaning of 

‘without permission’ does not require the circumvention of computer barriers. 

embedded software may plausibly use or take computer data ‘without permission.’”).

By knowingly deploying spyware on its website to to access Plaintiff’s device and install 

a persistent identifier, Defendant violated the CDAFA and/or aided and abetted in its violation. See

24

Code hidden in25

26

27.27

28
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United States v. Christensen, 828 F.3d 763, 789 (9th Cir. 2015) (violation of CDAFA to access a device 

and use data improperly); and Gilbert v. City of Sunnyvale, 130 Cal. App. 4th 1264, 1281 (2005) 

(accessing and without permission making use of any data from a computer system violates CDAFA).

“California law recognizes a right to disgorgement of profits resulting from unjust 

enrichment, even where an individual has not suffered a corresponding loss.” In re Facebook, Inc.

1

2

3

28.4

5

Internet TrackingLitig., 956 F.3d 589, 599 (9th Cir. 2020), cert. denied, 141 S. Ct. 1684 (2021). “In6

other words, California law requires disgorgement of unjustly earned profits regardless of whether a 

defendant’s actions caused a plaintiff to directly expend his or her own financial resources or whether a 

defendant’s actions directly caused the plaintiff’s property to become less valuable.” Id. at 600 (citing 

cases). “Under California law, this stake in unjustly earned profits exists regardless of whether an 

individual planned to sell his or her data or whether the individual’s data is made less valuable.” Id.

29. Plaintiff’s IP address carries financial value, as demonstrated by the spyware company’s 

business model, and an entire industry of identity resolution companies using their secret spyware to de

anonymize and track website visitors.

30. Plaintiff is informed and believes and thereon alleges that Plaintiff conferred a benefit on 

Defendant and/or the spyware companies through the use and dissemination of Plaintiff’s personal 

information, which was then used for Defendant’s and/or the spyware companies’ monetary benefit.

31. Plaintiff did not provide authorization for the use of Plaintiff’s personal information nor 

did Plaintiff have any control over its use to produce revenue. The unauthorized use of Plaintiff’s 

personal information for profit entitles Plaintiff to profits unjustly earned.

32. The CDAFA provides a private right of action for compensatory damages, punitive 

damages, and attorneys’ fees to any individual harmed by its violation. See Penal Code § 502(e)(1), (2)
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& (4).23

SECOND CAUSE OF ACTION24

CALIFORNIA INVASION OF PRIVACY ACT25

PENAL CODE SECTION 638.5126

Section 638.51 of the Penal Code provides that it is illegal to “install or use a pen register 

or a trap and trace device without first obtaining a court order pursuant to Section 638.52 or 638.53.”

33.27

28
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(Penal Code § 638.51(a).) A ‘“Pen register’ means a device or process that records or decodes dialing, 

routing, addressing, or signaling information transmitted by an instrument or facility from which a wire 

or electronic communication is transmitted, but not the contents of a communication. (Penal Code §

1

2

3

638.50(b).)4

34. Defendant aided and abetted several spyware companies to use a pen register to access 

and obtain Plaintiffs IP address on Plaintiffs device. See Greenley v. Kochava, 2023 WL 4833466, at 

*15-*16 (S.D. Cal. July 27, 2023) (Bashant, J.). Plaintiff did not consent to either Defendant’s actions.

35. Plaintiff suffered both an economic injury and an intangible injury to Plaintiffs dignity 

caused by the violation of Plaintiff s right to privacy.

36. Plaintiff is entitled to statutory damages of $5,000. See Penal Code § 637.2(a)(1).
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PRAYER FOR RELIEF11

WHEREFORE, Plaintiff seeks judgment against Defendant as follows: 

For statutory damages, punitive damages, attorneys’ fees; and 

For any and all other relief at law that may be appropriate.
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16 Dated: November 13, 2023 PACIFIC TRIAL ATTORNEYS, APC

Scott. J. Ferrell 
Attorneys for Plaintiff
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